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What is a honeypot?

► A fake system designed to attract malicious 
attackers

► Logs everything a user does (IMPORTANT!)

► Needs to be believable, so takes some effort to 
appear legit

► Needs to be safe to exploit, so run on a system in 
DMZ



COWRIE: A Prime Example 
(because free and useful) 

► For this project we used ‘cowrie’: 
https://github.com/cowrie/cowrie

► Python3 script, ran in a virtual environment, simulates an entire 
host system

► We ran on Ubuntu (ver 18+), via Oracle VM (AVOID CentOS! 
Need Python3.8+)

https://github.com/cowrie/cowrie
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Additionally…

► Cowrie supports SFTP and SCP for file upload

► Supports SSH exec commands: 

► Forward SMTP connections to SMTP ‘Spam Trap’ 
(e.g. mailoney)

► JSON logging for easy processing in log management solutions

https://github.com/awhitehatter/mailoney


Honeypot -> Pineapple

► Malicious agents use honeypots too

► Create a ‘wi-fi pineapple’: fake wi-fi network to 
mimic a real one
► Easily monitor / log traffic and user data

► Ethical questionability (I’d use it on my kids)

► Good for penetration testing (identify vulnerabilities in a 
network)



Issues

► Unable to enable log sorting and display

► Contact ISP due to conflicting terms of use

► Difficulties transferring to Raspberry Pi

► Enabling SSH hardening / SSH key setup



Conclusion

► Honeypots are a great way to monitor malicious 
activity

► Cost-effective, real data collection with few false 
positives

► Capture malicious activity, even if an attacker is 
using encryption

► Does not replace a standard IDS

► Zero attempts to access the honeypot means no 
data to analyze

► Can be resource extensive to setup properly


